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ISO 27001 implementation 
drivers and challenges 
Based on the findings of the ISO 27001 Global Report 2016 by IT Governance

ISO 27001 is an internationally recognised standard that describes best practice for an 
information security management system (ISMS). It encompasses people, processes and 

technologies, and provides you with the controls to manage risks to your important information.

98% believe that the most important bene�t of ISO 27001 was 
improved information security posture. 

Improved internal processes 

40% 
have achieved 

certification

40%
 are working 

towards achieving 
certification

20% 
not planning to 

certify

   51% 
achieve 

certification within 
6 to 12 months of 

starting their 
project

52% 
characterise certifying 

to ISO 27001 as  “an 
investment that is fully 

justified by the 
benefits”

ISO 27001 certification

Drivers for implementing ISO 27001

Benefits of implementing ISO 27001
Improved information security across the organisation   

Improved company image and reputation    

Improved competitiveness     

New business opportunties           
Improved sta� awareness 

8%

Challenges securing the board’s buy-in 

41% 
Raising sta� 
awareness 

39% 
Ensuring the right 

level of competence 
and expertise 

31% 
Understanding

the  requirements
of the Standard 

28% 
Creating and 

managing ISMS 
documentation 

26%
Securing the 

required budget

Only 16% of organisations employ a dedicated, 
full-time ISMS manager

41% admit that the person managing 
their ISMS doesn’t have a formal 

ISO 27001 ISMS quali�cation

51% of organisations rely on external 
support to implement an ISMS.

For more information, download the ISO 27001 Global Report 2016 DOWNLOAD
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Implement ISO 27001 with IT Governance’s packaged solutions 

IT Governance’s wide range of packaged solutions will enable you to implement ISO 27001 at a speed and for a 
budget that is appropriate for your individual needs and preferred  project approach. 

Each �xed-price solution is a combination of products and services that can be accessed online and deployed 
by any company in the world.

36%  - No challenge, the board immediately agreed as they were aware of the bene�ts

21% - Securing su�cient budget allowance to implement an ISMS

20% - Convincing the board that information security is a critical business issue

11% - Permission to employ su�cient sta�

5% - Agreeing to complete the certi�cation element of the project

7% - Other

32%

To improve information security posture 69%

To align with information security best practice  67%

To gain a competitive advantage56%

To ensure legal and regulatory compliance   55%

35% To tender for new business

To meet existing customer requirements   

71% 
 of organisations have been asked regularly or 

occasionally by their clients about their 
ISO 27001 status in the past 12 months  

49% 
of organisations have asked their 

suppliers for ISO 27001 
certi�cation in the past 12 months

The
Basics

Get A Little 
Help

Do It 
Yourself

Get A Lot
of Help

We Do It
For You

Challenges with implementing ISO 27001 

Customers and supply chain assurance

The role of the ISMS manager
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